I.

Name and address of the controller

The controller in accordance with the General Data Protection Regulation, other national data
protection laws of the Member States and other legal data protection provisions is:
Varengold Bank AG
Grosse Elbstrasse 14
22767 Hamburg
Tel.: +49 40 66 86 49 0
Email: info@varengold.de

II.

Name and address of the data protection officer

The controller’s data protection officer is:
Email: dsb-kunden@ibs-data-protection.de
Telephone: 040-540 90 97 80

III.
1.

General information on data processing

Scope of processing of personal data

In principle, we only collect and use our users’ personal data when it is necessary to do so in
order to provide a functioning website and for our content and services. The collection and
use of our users’ personal data is normally only carried out with the user’s consent. One
exception is where it is not possible to obtain consent beforehand for practical reasons and it
is permitted by law to process the data.

2.

Legal basis for the processing of personal data

When we obtain consent for processing operations for personal data from the data subject,
Article 6 ( 1) (a) of the EU General Data Protection Regulation (GDPR) forms the legal basis for
the processing of personal data.
In the case of the processing of personal data which is necessary for the performance of a
contract to which the data subject is party, Article 6 ( 1) (b) GDPR forms the legal basis. This
also applies for processing operations that are necessary to take steps prior to entering into a
contract.
When processing personal data is necessary for compliance with a legal obligation to which
our company is subject, Article 6 ( 1) (c) GDPR forms the legal basis.
In the event that processing is necessary in order to protect the vital interests of the data
subject or of another natural person, Article 6 ( 1) (d) GDPR forms the legal basis.
If processing is necessary for the purposes of the legitimate interests of our company or a third
party and such interests are not overridden by the interests or fundamental rights and
freedoms of the data subject, Article 6 ( 1) (f) GDPR forms the legal basis for the processing.

3.

Data erasure and storage period

The data subject’s personal data will be erased or made unavailable as soon as the purpose of
storage ceases to apply. Storage can also be carried out if this is provided for by the European
or national legislator in Union regulations, laws or other rules to which the controller is
subject. Data will only be made unavailable or erased if the storage period prescribed by the
aforementioned standards lapses, unless continued storage of the data is necessary for
conclusion or performance of a contract.

IV.
1.

Operation of a website and creation of log files

Description and scope of data processing

Every time our website is visited, our system automatically records data and information from
the system of the requesting computer.
The following data is collected in this way:
(1)
(2)
(3)
(4)
(5)
(6)
(7)

Information on the browser type and version used
The user’s operating system
The user’s Internet service provider
The user’s IP address
The date and time of access
Websites from which the user’s system reaches our website
Websites which are visited by the user’s system via our website

The data is also stored in our system’s log files. This data is not stored together with the
user’s other personal data.

2.

Legal basis for data processing
The legal basis for the temporary storage of the data and log files is Article 6 ( 1) (f)
GDPR.

3.

Purpose of data processing

It is necessary for the system to store the IP address temporarily to enable the website to be
sent to the user’s computer. For this purpose, the user’s IP address must be stored for the
duration of the session.
Storage in log files is carried out to ensure the functionality of the website. We also use the
data to optimise the website and to ensure the security of our IT systems. An analysis of the
data for marketing purposes is not carried out in this context.

We also have a legitimate interest in data processing for these purposes in accordance with
Article 6 ( 1) (f) GDPR.
4.

Length of storage

The data will be erased as soon as it is no longer required to achieve the purpose of its
collection. When data is collected to operate a website, this is the case when the relevant
session ends.
When data is stored in log files, this is the case after seven days at the latest. Extended storage
is possible. In this case, users’ IP addresses will be erased or distorted so that assignment to
the requesting client is no longer possible.
5.

Right of objection and deletion

Recording data to operate the website and storing the data in log files is essential for running
the website. Therefore, the user does not have any right to object.

V.

Use of cookies

a) Description and scope of data processing
Our website uses cookies. Cookies are text files which are saved in the user’s web browser or
by the user’s web browser on their computer system. When a user visits a website, a cookie
may be saved on their operating system. This cookie contains a characteristic character string
which allows the browser to be clearly identified when the website is visited again.
Our website also uses cookies to allow us to analyse users’ surfing behaviour.
The following data may be transmitted in this way:
(1) Search terms entered
(2) Frequency of page views
(3) Use of website functions
The data collected from users in this way is pseudonymised by technological means.
Therefore, assignment of the data to the requesting user is no longer possible. The data is not
stored together with users’ other personal data.
When visiting our website, users are informed of the use of cookies for analytical purposes
and referred to this data protection notice by an info banner. Reference is also made in this
regard to how the storage of cookies can be prevented in the browser settings.

When visiting our website, the user is informed of the use of cookies for analytical purposes
and their consent is obtained for processing the personal data used in this regard. Reference
is also made to this data protection notice in this regard.
b) Legal basis for data processing
The legal basis for the processing of personal data using technically necessary cookies is
Article 6 ( 1) (f) GDPR.
The legal basis for the processing of personal data using technically necessary cookies for
analytical purposes when the user’s consent has been obtained in this regard is Article 6
( 1) (a) GDPR.
c) Purpose of data processing
Analytics cookies are used for the purpose of improving the quality of our website and its
content. Analytics cookies tell us how the website is used so we can continuously optimise it.
We also have a legitimate interest in the processing of personal data for these purposes in
accordance with Article 6 ( 1) (f) GDPR.
e) Length of storage, right of objection and deletion
Cookies are stored on the user’s computer and transmitted by it to our website. You, as the
user, therefore have full control over the use of cookies. You can disable or restrict the
transmission of cookies by adjusting the settings in your web browser. Cookies which have
already been saved may be deleted at any time. This can also be done automatically. If you
disable cookies for our website, it may no longer be possible to fully use all the website’s
functions.

VI.

Application and use of Google Analytics (with anonymisation function)

The controller responsible for processing has integrated Google Analytics (with anonymisation
function) into this website. Google Analytics is a web analytics service. Web analytics is the
collection, compilation and analysis of data about the behaviour of visitors to websites. Among
other things, a web analytics service collects data on which website people arrive at a website
from (known as referrers), which sub-pages of the website were accessed, or how often and
for how long a sub-page was accessed. Web analytics is predominantly used to optimise a
website and to perform a cost/benefit analysis of Internet advertising.
The company that operates Google Analytics is Google Inc., 1600 Amphitheatre Pkwy,
Mountain View, CA 94043-1351, USA.

The controller responsible for processing uses the "_gat._anonymizeIp” add-on for web
analytics using Google Analytics. Using this add-on, Google truncates and anonymises the IP
address of the data subject’s Internet connection if our website is accessed from a Member
State of the European Union or another Contracting Party to the Agreement on the European
Economic Area.
Google Analytics is used to analyse the flow of visitors to our website. Among other things,
Google then uses the data and information obtained to evaluate the use of our website, to
compile online reports for us which show activity on our web pages and to provide other
services related to the use of our website.
Google Analytics stores a cookie on the data subject’s IT system. What cookies are has already
been explained above. Storing cookies enables Google to analyse use of our website. Google
Analytics prompts the web browser on the data subject’s IT system to transmit data to Google
for the purpose of online analytics on every visit to one of the pages of this website which is
operated by the controller responsible for processing and into which Google Analytics has
been integrated. During this technical process, Google obtains knowledge of personal data
such as the data subject’s IP address which is used to determine the origin of visitors and clicks
and subsequently enable commission settlements to be made, among other things.
Personal information such as the time of access, the place of access and the frequency of visits
to our website by the data subject is stored using cookies. This personal data, including the IP
address of the Internet connection used by the data subject, is transmitted to Google in the
United States of America on every visit to our website. Google stores this personal data in the
United States of America. Under certain circumstances, Google shares this personal data
collected through the technical process with third parties.
As previously mentioned above, the data subject can disable the storage of cookies by our
website at any time using the appropriate setting in the web browser used and therefore
permanently object to the storage of cookies. Such an adjustment of the web browser used
would also prevent Google from storing a cookie on the data subject’s IT system. In addition,
a cookie already stored by Google Analytics can be deleted at any time via the web browser
or other software programs.
The data subject also has the option to object to and prevent the collection of data generated
by Google Analytics related to use of this website and the processing of this data by Google.
To do so, the data subject must download and install a browser add-on from the link
https://tools.google.com/dlpage/gaoptout. This browser add-on informs Google Analytics via
JavaScript that no data and information about website visits may be transmitted to Google
Analytics. The installation of the browser add-on is classified by Google as an objection. If the
data subject’s IT system is deleted, formatted or reinstalled at a later date, the data subject
must reinstall the browser add-on to deactivate Google Analytics. If the browser add-on is

uninstalled or disabled by the data subject or any other person within its sphere of influence,
it is possible to reinstall or re-enable the browser add-on.
Additional information and Google's current privacy policy can be found at
https://www.google.com/intl/en/policies/privacy/
and
http://www.google.com/analytics/terms/en.html. Google Analytics is explained in more
detail at https://www.google.com/intl/de_de/analytics/.

VII. Contact form and email contact
1.

Description and scope of data processing

On our website there is a contact form which can be used to contact us electronically. If a user
chooses this option, the data entered into the entry form will be transmitted to us and stored.
This data is:
•
•
•
•

Surname, first name
Email address
Telephone
Message

And in the event of complaints:
•
•
•
•

Account number
Product
Reason for complaint
Order data, if any

The following data is also stored at the time of sending the message:
(1) The user’s IP address
(2) The date and time of registration
Your consent for processing the data will be obtained during submission and you will be
referred to this data protection notice.
Alternatively, you have the option to contact us via the email address provided. In this case,
the user’s personal data transmitted with the email will be stored.
We will not distribute the data to third parties in this context. The data is solely used to process
the conversation.

2.

Legal basis for data processing

The legal basis for the processing of data when the user’s consent has been obtained is
Article 6 ( 1) (a) GDPR.
The legal basis for the processing of data that is transmitted when sending an email is Article 6
( 1) (f) GDPR. If the aim of contact by email is to conclude a contract, Article 6 ( 1) (b) GDPR is
also a legal basis for processing.
3.

Purpose of data processing

We only process the personal data entered in the contact form to facilitate contact. In the
event of contact by email, there is also the necessary legitimate interest in processing the
data.
The other personal data processed during submission is used to prevent misuse of the contact
form and ensure the security of our IT systems.
4.

Length of storage

The data will be erased as soon as it is no longer required to achieve the purpose of its
collection. For personal data from the contact form and that which has been sent by email,
this is the case when the conversation with the user ends. The conversation is considered to
have ended when it is clear from the circumstances that the matter in hand has been fully
clarified.
Additional personal data collected during submission will be erased after seven days at the
latest.
5.

Right of objection and deletion

The user has the possibility of withdrawing their consent to the processing of personal data at
any time. If the user contacts us by email, they may object to the storage of their personal
data at any time. The conversation cannot be continued in such a case.
In this case, all personal data stored during contact will be erased.

VIII.

Data subject rights

If your personal data is processed, you are the data subject in accordance with the GDPR and
you have the following rights vis-à-vis the controller:
1.

Right of access

You can request confirmation from the controller of whether we process personal data
concerning you.
If such processing is carried out, you can request details of the following information from the
controller:
(1)

the purposes for which the personal data is processed;

(2)

the categories of personal data which are processed;

(3)

the recipients or categories of recipients to whom personal data concerning you has
been or will be disclosed;

(4)

the planned length of storage of the personal data concerning you or, if it is not
possible to provide specific details of this, the criteria for determining the storage
period;

(5)

the existence of a right to the rectification or deletion of the personal data concerning
you, a right to restrict the processing by the controller or a right to object to such
processing;

(6)

the existence of a right of appeal to a supervisory authority;

(7)

all available information on the origin of the data, if the personal data is not obtained
from the data subject;

(8)

the existence of automated decision-making, including profiling, in accordance with
Article 22 ( 1) and (4) GDPR and, – in these cases at least, – meaningful information on
the logic involved as well as the significance and the envisaged consequences of such
processing for the data subject.

You have the right to request information on whether personal data concerning you will be
transferred to a third country or to an international organisation. In this regard, you can
request information on the appropriate safeguards in accordance with Article 46 GDPR related
to transfer.
2.

Right to rectification

You have a right to rectification and/or completion vis-à-vis the controller if the processed
personal data concerning you is incorrect or incomplete. The controller must carry out the
rectification immediately.
3.

Right to restriction of processing

Under the following circumstances, you can request the processing of personal data
concerning you to be restricted:
(1)

for a period enabling the controller to verify the accuracy of the personal data, if you
are contesting the accuracy of the personal data concerning you;

(2)

when the processing is unlawful and you oppose the erasure of the personal data and
request the restriction of use of the personal data instead;

(3)

when the controller no longer needs the personal data for processing purposes, but
you need it to establish, exercise or defend your legal rights, or

(4)

when you have objected to the processing in accordance with Article 21 ( 1) GDPR and
verification of whether the controller’s legitimate grounds override your grounds is still
pending.

Where the processing of personal data concerning you has been restricted, this data may, –
with the exception of storage, – only be processed with your consent or to establish, exercise
or defend legal claims or to protect the rights of another natural or legal person or for reasons
of important public interest of the Union or of a Member State.
Where processing has been restricted under the aforementioned conditions, you will be
informed by the controller before the restriction is lifted.
4.

Right to erasure

a) Duty to erase
You can ask the controller to erase personal data concerning you immediately and the
controller is obliged to erase this data immediately where one of the following grounds
applies:
(1)

The personal data concerning you is no longer necessary for the purposes for which it
was collected or otherwise processed.

(2)

You withdraw your consent on which the processing is based in accordance with
Article 6 ( 1) (a) or Article 9 ( 2) (a) and there are no other legal grounds for the
processing.

(3)

You submit an objection to the processing in accordance with Article 21 (1) GDPR and
there are no overriding legitimate grounds for the processing, or you submit an
objection to the processing in accordance with Article 21 (2) GDPR.

(4)

The personal data concerning you was processed unlawfully.

(5)

The erasure of personal data concerning you is necessary to fulfil a legal obligation
under Union law or the law of a Member State to which the controller is subject.

(6)

The personal data concerning you was collected in relation to information society
services offered in accordance with Article 8 ( 1) GDPR.

b) Disclosing information to third parties
If the controller has made personal data concerning you public and is obliged to erase it in
accordance with Article 17 ( 1) GDPR, it shall take reasonable steps, taking into account
available technology and implementation costs, including technical measures, for the data
processing to inform controllers processing the personal data that you, the data subject, have
requested the erasure of all links to this personal data or of copies or replications of this
personal data.
c)

Derogations

The right to erasure is not granted if the processing is necessary
(1)

to exercise the right of freedom of expression and information;

(2)

to fulfil a legal obligation which requires processing in accordance with the law of the
Union or the Member States to which the controller is subject or to perform a task that
is carried out in the public interest or in the exercise of official authority vested in the
controller;

(3)

for reasons in the public interest in the area of public health in accordance with
Article 9 ( 2) (h) and (i) and Article 9 ( 3) GDPR;

(4)

for archiving purposes in the public interest, scientific or historical research purposes
or statistical purposes in accordance with Article 89 ( 1) GDPR, if the right provided in
(a) is likely to render impossible or seriously impair the achievement of the objectives
of this processing, or

(5)

to establish, exercise or defend legal claims.

5.

Right to information

If you have asserted the right to rectification, erasure or restriction of processing vis-à-vis the
controller, the controller is obliged to inform all recipients to whom the personal data
concerning you was disclosed of this rectification or erasure of the data or restriction of
processing, unless this proves impossible or would involve a disproportionate effort.
You have the right vis-à-vis the controller to information on these recipients.

6.

Right to data portability

You have the right to receive personal data concerning you which you have provided to the
controller in a structured, commonly used and machine-readable format. You also have the
right to transmit this data to another controller without hindrance from the controller to
whom the personal data was provided, if
(1)

the processing is based on consent in accordance with Article 6 ( 1) (a) GDPR or
Article 9 ( 2) (a) GDPR or on a contract in accordance with Article 6 ( 1) (b) GDPR and

(2)

the processing is carried out by automated means.

In exercising this right, you also have the right to have the personal data concerning you
transmitted directly from one controller to another controller, where this is technically
feasible. The freedom and rights of others may not be adversely affected by this.
The right to data portability does not apply for the processing of personal data that is
necessary to perform a task that is carried out in the public interest or in the exercise of official
authority vested in the controller.
7.

Right of objection

You have the right, for reasons of your own particular situation, to object at any time to the
processing of personal data concerning you that is performed in accordance with Article 6
( 1) (e) or (f) GDPR; this also applies to any profiling based on these provisions.
The controller will no longer process the personal data concerning you, unless it can
demonstrate compelling legitimate grounds for the processing that outweigh your interests,
rights and freedoms, or the processing facilitates the establishment, exercise or defence of
legal claims.
Where personal data concerning you is processed for direct marketing purposes, you have the
right to object at any time to the processing of personal data concerning you for the purposes
of such advertising; this also applies to profiling insofar as it is associated with such direct
advertising.
If you object to the processing for direct advertising purposes, the personal data concerning
you will no longer be processed for these purposes.
Notwithstanding – Directive 2002/58/EC, – you are also entitled in the context of the use of
information society services to exercise your right of objection by means of automated
procedures for which technical specifications are used.
8.

Right to withdraw declaration of consent under data protection law

You have the right to withdraw your declaration of consent under data protection law at any
time. The withdrawal of consent will not affect the lawfulness of processing carried out based
on the consent prior to withdrawal.
9.

Automated individual decision-making, including profiling

You have the right not to be subject to a decision based solely on automated processing, –
including profiling, – which has legal effects for you or similar significant adverse effects for
you. This does not apply if the decision
(1)

is necessary for the conclusion or performance of a contract between you and the
controller,

(2)

is permissible under the law of the Union or the Member States to which the controller
is subject, and this law provides adequate measures to safeguard your rights and
freedoms and your legitimate interests, or

(3)

is made with your express consent.

However, these decisions may not be based on special categories of personal data in
accordance with Article 9 ( 1) GDPR, unless Article 9 ( 2) (a) or (g) applies and suitable steps to
protect rights and freedoms and your legitimate interests have been taken.
In the cases stated in (1) and (3), the controller will take suitable steps to safeguard rights and
freedoms and your legitimate interests, including at least the right to obtain human
intervention on the part of the controller, to express your own point of view and to contest
the decision.
10. Right to lodge a complaint with a supervisory authority
Without prejudice to any other administrative or judicial remedy, you have the right to lodge
a complaint with a supervisory authority, in particular in the Member State of your habitual
residence, your place of work or the place of the alleged infringement, if you believe that the
processing of the personal data concerning you infringes the GDPR.
The supervisory authority with which the complaint was lodged will inform the complainant
of the status and outcome of the complaint, including the possibility of a judicial remedy in
accordance with Article 78 GDPR.

